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Abstract – Identity crime is well known, prevalent, and 

costly, and credit application scam is a specific case of 

identity crime. The methods communal detection (CD) 

and spike detection (SD) are unsupervised algorithms. 

CD finds real social relationships to reduce the 

suspicion score, and is tamper resistant to synthetic 

social relationships. It is the white list-oriented 

approach on a fixed set of attributes. SD finds spikes in 

duplicates to increase the suspicion score, and is probe-

resistant for attributes. It is the attribute-oriented 

approach on a variable-size set of attributes. Together, 

CD and SD can detect more types of attacks, better 

account for changing legal behaviour, and remove the 

redundant attributesThe work here is motivated by 

identity crime detection or more specifically, credit 

application fraud detection (Phua et al. 2005), also 

known as white-collar crime. Data stream mining 

involves detecting real-time patterns to produce 

accurate suspicion scores which are indicative of 

anomalies. At the same time, the detection system has 

to handle continuous and rapid examples also known 

as records tuples, and instances where the recent 

examples have no class-labels. 
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I. INTRODUCTION 

     Resilient data stream mining is necessary to prevent 

failure of detection systems. It is the security systems’ 

ability to degrade gracefully, or to adjust to changing 

circumstances when under attack. Resilient data stream 

mining requires a series of multiple, independent, and 

sequential layers in a system. This is termed as defense 

in depth. These layers are interacting with each other to 

deal with the new and deliberate attacks, and make it 

much harder for persistent adversaries to circumvent the 

security system. For example, consider personal identity 

databases of financial institutions. They contain 

individual applicant’s details from real identity theft and 

synthetic identity fraud. The former refers to innocent 

peoples identity details being used illegally, without 

their permission. Identity crime detection procedures 

consist of: 

a) Known fraud matching 

     This is the first-layer defense - it is effective for 

repetitive frauds and real identity theft. However, there 

is a long delay between time that the identity is stolen 

and time the identity is actually reported stolen. 

b) Communal detection 

     This is the second-layer defense - It utilizes an 

example based approach similar to graph theory and 

record linkage by working on a fixed set of attributes. It 

reduces the significant time delay and false alarms by 

filtering normal human relationships with white lists. 

c) Spike detection 

     This is third layer of defense. it uses an attribute-

oriented approach (similar to time series analysis) by 

working on a variable-size set of attributes. It reduces 

significant time delay by searching for recent duplicates. 

II. CD AND SD ALGORITHM 

      The CD algorithm matches the current application 

against a moving window of previous applications. The 

CD algorithm matches all links against the white list to 

find communal relationships and reduce their link score, 

and then the CD algorithm calculates the current 

application’s score using every link score and previous 
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application score. At the end of the current micro 

discrete data stream, the CD algorithm determines the So 

A and updates one random parameter’s value such that it 

trades off effectiveness with efficiency, or vice versa. At 

the end of the current Mini discrete data stream, it 

constructs the new whitelist. When there are two credit 

applications where in similar kind of records exist with 

very minor changes, there are three possibilities. The 

first possibility is that there are twin brothers whose data 

is similar but slight change in the name. The second 

possibility is that a fraudster is attempting to get several 

credit cards from financial institution. Other possibility 

is that a person is applying double in order to get 

financial benefits. Communal Detection is an approach 

which can identify such scenarios. This algorithm 

compares data a variety of credit applications. It works 

on fixed set of attributes and it uses a white-list oriented 

approach. It finds self-relationships as well as communal 

relationships between the applications. The communal 

relationships are nothing but records with near duplicate 

values on the chosen attributes. A white-list is 

constructed with entities that display more probabilities 

of communal relationships. 

      SD is attributing oriented approach on fixed set of 

attributes. SD cannot use whitelist approach. SD can 

detect more types of attacks, better account for changing 

the legal behavior, and remove the redundant attribute. 

SD method based on detecting spikes of similar 

application. Spike detection process is essential in order 

to develop adaptively as well as resilience of the 

proposed solution for Credit crime detection. Communal 

detection has a restriction in the form of attribute 

threshold. 

      The spike detection complements communal 

detection which providing attribute weights. Entry of 

new applications can also be modified using spike 

detection. Detecting spikes in duplicates, on a variable 

set of attributes, increases true positives by adjusting 

suspicion scores appropriately. 

III. RESULTS AND DISCUSSIONS 

      Identity crime can be found in private and 

commercial databases containing information collected 

about customers, employees, suppliers, and rule 

violators. The same situation occurs in public and 

government regulated databases such as birth, death, 

patient and disease registries; taxpayers, residents’ 

address, bankruptcy, and criminals lists. To reduce 

identity crime, the most important textual identity 

attributes such as personal name, Social Security 

Number (SSN), Date-of-Birth (DoB), and address must 

be used. We choose real data set because, at 

experimentation time, it had the most recent fraud 

behavior. Although this real data set cannot be made 

available, there is a synthetic data set of 50,000 credit 

applications which is dataset is downloaded and is 

available at 

https://sites.google.com/site/cliftonphua/communalfraud

scori-data.zip. 

 
 

Figure-1: Link type generation 

 

 
 

Figure-2: Calculating single link score, suspicions score 

and parameter 

 

https://sites.google.com/site/cliftonphua/communalfraudscori-data.zip
https://sites.google.com/site/cliftonphua/communalfraudscori-data.zip
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Figure-3: Calculating single- value, multiple score & 

updated CD weight 

 

 
 

Figure-4: F-measure curve for CD and SD experiments 

 

 
 

Figure-5: ROC curve for CD and SD experiments 

 

IV. CONCLUSION 

     We focused on robust Credit crime detection. It has 

implemented algorithms to protect applications that 

occupy credit card. It proposed prototype application has 

numerous layers of defense using data mining which can 

be used in the real world credit applications or else for 

credit card fraud detection. The implementation of 

Communal Detection algorithm is practical because this 

algorithm designed for use to complement the existing 

detection system. The algorithm can search with a larger 

moving window number of link types in the white list, 

and a number of attributes. 

V. FUTURE SCOPE 

      In the future work, we comparing the incoming 

application with the applications in the moving window 

of the data set for generating links for attributes consume 

lot of time when the window size is large. Parallelizing 

the code to run on multicore architectures would 

drastically reduce the execution time of window. 
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