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Abstract - Web applications have become an integral part
of our daily lives, transforming various industries, and
enabling smooth online interactions. The increasing
number of web applications has also led to significant
security challenges. People with malicious intent
continuously exploit weaknesses in these web applications,
posing a risk to the confidentiality, integrity, and
availability of web applications. The primary objective of
this research is to develop a comprehensive system that
automates the identification and mitigation of
vulnerabilities, prevention of threats, assessment of risks,
and management of user access in web applications. This
system uses advanced technologies like machine learning,
runtime application self-protection (RASP), and risk
calculation algorithms to take a well-rounded approach to
web application security.

This research project presents a comprehensive
system that automates web application security,
addressing the challenges posed by evolving threats. By
utilizing advanced technologies and combining various
security elements, the system offers a strong and effective
solution to improve the security of web applications. This
ensures their ability to withstand and maintain their
integrity in today's interconnected digital world.
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I. INTRODUCTION

This research project focuses on developing an advanced
solution that automates and strengthens the security of web
applications [1]. It is a combination of outcomes from four
different research areas. By leveraging cutting-edge
technologies such as machine learning [2], runtime application
self-protection (RASP) [3], and risk calculation algorithms,
this system aims to provide a comprehensive and efficient
approach to mitigating security risks in web applications.

This research reveals a notable shortage of vulnerability
information sources, especially concerning the severity of
identified wvulnerabilities. Addition to that this research
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introduces a novel method for calculating risks, incorporating
both the impact and financial aspects [4], which increase the
accuracy of risk assessments. Ultimately this research paper
outlines the importance of creating a comprehensive yet user-
friendly security solution for web applications that remains
affordable for any organization.

Il. LITERATURE REVIEW

In past, Researchers evaluate the need for a web
application security product by analyzing potential threats,
studying the market landscape, gathering user feedback
through surveys and interviews, assessing risks of security
breaches, examining case studies, considering industry
standards, conducting comparative analyses of existing
solutions, and staying updated on emerging trends and
threats.[5] Through this comprehensive approach, they
determine the necessity of a new security product based on
technical factors, user needs, market gaps, and potential risks

[6].

In the early 2000s, the vulnerability detection and
remediation process was primarily manual, with limited
vulnerabilities to address. However, the increasing rate of
vulnerability discovery led to the need for a more structured
approach. Vulnerability Management (VM) emerged as a
cyclical practice to identify, prioritize, and mitigate software
vulnerabilities.  Traditional vulnerability scanners had
limitations, such as network disruption and large,
overwhelming reports. In response, Nodeware, a novel
vulnerability management platform, was developed by IGI in
2016 [7].

Nodeware revolutionized vulnerability management by
adopting continuous scanning, individualized treatment of
assets, and smart threat intelligence updates. Its approach
optimized network utilization, maintained an up-to-date asset
inventory, and focused on high-risk devices [7]. The platform
offered real-time visibility into network risks, simplified
remediation verification, and provided on-demand reports.
Over the years, Nodeware has proven effective in offering
partners and customers access to the latest vulnerability
intelligence, enhancing network security.
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The evolution of machine learning usage in security
products has been remarkable. Initially, security solutions
relied on signature-based detection to identify known threats
[8]. However, as cyber threats became more complex,
machine learning introduced advanced techniques like
anomaly detection, behavioral analysis, and predictive
modeling. These approaches enable security products to adapt
and respond to new and emerging threats effectively [9].

The integration of deep learning and neural networks
further enhanced security capabilities, enabling tasks like
facial recognition and automated response. Nevertheless, the
rise of machine learning also brought about challenges such as
adversarial attacks, where attackers exploit vulnerabilities in
the models themselves. Overall, machine learning has
revolutionized the field of cybersecurity, offering proactive
and adaptive defense mechanisms against the constantly
evolving threat landscape [10].

The Center for Internet Security (CIS) benchmarks were
created to provide organizations with security configuration
guidelines [11]. Developed by the nonprofit Center for
Internet Security, these benchmarks offer recommendations
for enhancing the security of different technology platforms.
They're the result of collaborative efforts involving security
experts and industry stakeholders, covering areas like
operating systems, databases, network devices, and web
applications.

Over the past two decades, the journey of multi-factor
authentication (MFA) and its predecessor, two-factor
authentication (2FA), reflects a transformation from niche
tools to user-friendly solutions. While 2FA's origins date back
to the 1990s, it only gained traction in the mid-2000s due to
consumer resistance to its inconvenience and the prevailing
belief that passwords sufficed. However, the advent of
smartphones and their integration into business processes led
to the adoption of more accessible 2FA methods, such as
SMS-based authentication. The 2000s and 2010s saw a shift
driven by alarming data breaches that targeted private
industry, individuals, and government entities. High-profile
breaches like Sony Pictures and the U.S. OPM prompted
President Obama's call for stronger protection, giving rise to
initiatives like the #Turnon2FA campaign and the integration
of biometric authentication techniques. MFA, employing three
authentication factors, emerged as a more robust solution,
though it's not impervious to emerging threats like data
breaches and SIM swapping. This underscores the need for
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I11. METHODOLOGY

The purpose of this research project is to develop an
automated security solution for web applications. The aim is
to streamline the process of securing web applications by
integrating various components that collectively enhance the
application’s security posture. This solution aims to tackle the
challenges faced by web application owners in effectively
managing and preserving the security of their applications.
Additionally, it will provide valuable information about the
overall risk environment. The solution comprises four key
components that work together to automate web application
security.

Figure 1: System High Level Diagram (Component 1,2,3)

Figure 2: System High Level Diagram (Component 4)

In the vulnerability identification component, web
applications are on boarded to our system by providing details

continued  evolution in  MFA  to  safeguard  gych as IP, web app category, financial value, and
businesses effectively [12]. technologies used. Subsequently, the web application
undergoes scanning with the assistance of a third-party
scanner, and the scan results are integrated into the system.
Using data from the National Vulnerability Database (NVD)
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spanning from 1999, a machine learning model powered by
natural language processing is trained to classify
vulnerabilities.[13] These categorized vulnerabilities are then
divided into two groups: those that can be automatically fixed
and those that require manual intervention. For the
automatically fixable vulnerabilities, we offer a plug in that
can be seamlessly integrated into the web application by its
owners. On the other hand, a report containing the details of
the manually fixable vulnerabilities is sent to the web
application owners for further action.

In the second component, Configurations of the web
applications are captured and compared against the
benchmarks set by the Center for Internet Security (CIS) to
identify any configurations that are absent or incomplete. Any
missing configurations are then communicated to the owners
of the web application, who can take appropriate measures to
address them. Addition to that, Runtime Application Self-
Protection (RASP) engine will be given as an additional
security feature since we cannot directly integrate with the
customer’s web application as we do not have the access to the
source code. This will help web application owners to identify
threats that specifically target the web application, including
DOS attacks and DDOS attacks.[14] Web application owners
can integrate it to their web application to enhance the
security.

The third component revolves around calculating the
risks associated with web applications. By utilizing the NVD
API, real-time threat data is collected, and relevant threats are
identified based on the web application's technology stack,
which is obtained during the on boarding phase. An ML model
trained using the NVD database is employed to classify these
identified threats. Then these classified threats are used in the
calculation process, which considers the severity and financial
value of the web application, using a specific formula. The
resulting list of threats and the corresponding risk value are
presented on a monitoring dashboard for easy observation and
tracking.

For the mentioned risk calculations, we invented a
accurate formula which considers both the financial value of
the web application and risk levels as below.

CF (Critical Threats): 0.8
HF (High Threats): 0.6

MF (Medium Threats): 0.4
LF (Low Threats): 0.2

IF (Informational Threats): 0.1

Overall Risk = (No of Critical Vuln. * CF) + (No of High Vuln. * HF) + (No of Medium
Vuln. * MF) + (No of Low Vuln. * LF)

Figure 3: Overall Risk Formula
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Total Possible Risk = (5 * No. of Critical Vuln.) + (4 * No. of High Vuln.) + (3 * No. of
Medium Vuln.) + (2 * No. of Low Vuln.)

Figure 4: Total Possible Risk Formula

Overall Risk Percentage = (Overall Risk / Total Possible Risk) * 100

Figure 5: Overall Risk Percentage Formula

Financial Impact = (No. of Critical vuln. * 0.8 * 0.8 * Financial value} + (No. of High

vuln. * 0.6 * 0.6 * Financial value) + (No. of Medium vuln. * 0.4 * 0.4 * Financial

value) + (No. of Low vuln. * 0.8 * 0.8 * Financial value)

Figure 6: Financial Impact Formula

The authentication component focuses on granting access
to administrators. Administrators register by providing their
username, password, and additional contextual information as
location, device usage, and work shift. When logging in,
administrators are prompted to enter their username and
password. Then, a two-factor authentication process is
initiated, involving the generation and verification of a one-
time password (OTP). In case the OTP authentication fails,
further validation is conducted using factors such as face ID
and contextual details. The super admin has the authority to
manage access control lists (ACLs) for administrators. Login
details are stored in the database for auditing purposes, and the
super admin can monitor failed login attempts.[15] Once
successfully logged in, administrators receive a message
confirming their successful login.

IV. DISCUSSION
4.1 Comparison with Previous Research

The proposed approach addresses several limitations
found in existing approaches to web application security.
Existing solutionslike DarkTrace, VectraAl, Palo Alto
Networks, and others often lack integration with security
tools, transparency, complexity, and visibility. In contrast, the
proposed solution offers seamless integration with a wide
range of security tools, providing organizations with the
ability to leverage their existing infrastructure effectively.
Moreover, it offers a wide range of customization options that
allow organizations to customize the solution to meet their
specific needs. The proposed approach simplifies complexity
and enhances visibility, providing organizations with a clearer
understanding of their web application security posture. These
advancements differentiate the proposed approach, making it a
more comprehensive, adaptable, and user-friendly solution for
web application security.
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4.2 Addressing Research Questions

The proposed solution effectively addresses the research
questions related to each component. For the first component,
the research question revolves around automating
vulnerability identification and classification. The proposed
solution uses a machine learning model trained on NVD data
to automatically label vulnerabilities, addressing this research
question. The second component focuses on enhancing real-
time threat detection and response. By providing a RASP
engine as an added service, the proposed solution addresses
the research question and provides an innovative approach to
web application security. The third component aims to
improve web application risk assessment. By utilizing
machine learning, real-time data analysis, and a holistic
approach to risk calculation, the proposed solution effectively
addresses the research question. The fourth component
focuses on secure access and authentication. By implementing
a robust login system with two-factor authentication and
capturing login details for auditing, the proposed solution
effectively addresses the research question.

4.3 Methodological Considerations and Limitations

The effectiveness of the machine learning models used in
the solution heavily relies on the quality and
representativeness of the training data, which is sourced from
the NVD database. If the NVD data does not adequately cover
the variety of vulnerabilities and threats, it may affect the
accuracy of vulnerability labelling and threat identification.
Secondly, the proposed solution relies on third-party
vulnerability scanners, which may have their own limitations
in terms of coverage, accuracy, and timeliness. It is crucial to
select reliable and up-to-date scanners to ensure the
effectiveness of vulnerability identification. Lastly, the risk
calculation component relies on a special formula that
considers severities and financial value. The accuracy of the
risk calculation depends on the relevance and reliability of
these factors. It is important to ensure that the formula
adequately captures the potential impact and likelihood of
risks to provide meaningful risk assessments.

4.4 Novelty and Contribution

The proposed solution brings novelty and contributes to
the field of web application security in several ways. It
introduces an integrated approach that combines vulnerability
identification, real-time threat detection, risk assessment, and
secure access systems into a one solution. The integration of
machine learning, and threat intelligence feeds enhances the
accuracy and effectiveness of the solution. The customization
options and emphasis on context-aware security set the
proposed solution apart from existing approaches. Overall, the
novelty and contribution of the proposed solution lie in its

© 2023-2017 IRJIET All Rights Reserved

ISSN (online): 2581-3048
Volume 7, Issue 9, pp 37-42, September-2023

https://doi.org/10.47001/IRJIET/2023.709004

comprehensive, adaptable, and user-friendly nature,
addressing the limitations of existing approaches and
providing organizations with a more effective web application
security solution.

4.5 Results

In the result section of this research paper, we emphasize
how our Machine Learning (ML) module, particularly using
Natural Language Processing (NLP) methods, identifies the
severity of wvulnerabilities and threats. There was a big
challenge caused by not having enough past data for certain
severity categories. This lack of data, even in the National
Vulnerability Database (NVD), which is the official source for
vulnerability and threat info, demonstrate how complex is the
process of building an ML module for vulnerability
identification product using open sources.

Figure 7: Severity Prediction Results

Despite the data limits, this severity prediction ML
module shows good accuracy in its predictions. This success
shows how strong our approach is and how our underlying
algorithms support it. By using the available data effectively,
our model shows high proficiency in correctly categorizing
severity levels according to the testing.
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Figure 8: Severity Prediction Confusion Matrix

And this system accurately captures the CVE information
using an APl for the given technologies using them as
keywords.

Also, our research introduces a special face detection
module that uses a special facial recognition library. This
module is good at identifying users, making our system more
secure.
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Figure 9: Face Prediction Frame Splitting

Figure 10: Face Prediction Results
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Figure 11: Context Data Capture Results

In terms of matching context data, our system is showing
good results at finding where users are and getting detailed
info about their devices.

V. CONCLUSION

In conclusion, this research paper introduces the product
named WebGuardian, designed to enhance the security of web
applications. WebGuardian consists of four main parts which
are the use of machine learning to find and classify
vulnerabilities, automatically determine the correct settings for
web applications using CIS benchmarks and a RASP as on
demand security tool, provide real-time tracking of threats
tailored to the specific technology stack of web applications,
and offer a robust user authentication system that employs
multi-factor authentication.

The paper also addresses the challenge of acquiring
sufficient data to train the machine learning component for
identifying web application vulnerabilities. Despite this
challenge, we have diligently worked to automate the solution
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to the best of our abilities. We acknowledge that there are
certain aspects that we haven't fully automated due to current
limitations. However, as technology advances, there is
potential for these limitations to be addressed, ultimately
leading to the complete automation of web application
security.

In the dynamic realm of online threats and security,
WebGuardian represents a significant advancement in
powering the safety of web applications. This paper not only
outlines the functionalities of WebGuardian but also gives an
idea to future in which technological progress could enable us
to achieve full automation of web application security.
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