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Abstract - The increasing need for security in both public
and private spaces has led to the rapid adoption of
surveillance technologies. Traditional surveillance systems,
however, often suffer from limitations such as high
bandwidth consumption, storage constraints, delayed
human response, and an inability to effectively distinguish
between normal and suspicious activities. This research
proposes a remote surveillance system integrated with
Artificial Intelligence (Al) optimization techniques to
enhance efficiency, accuracy, and real-time decision-
making.

The system employs intelligent video analytics
powered by machine learning and computer vision
algorithms to detect motion, recognize objects, and classify
abnormal behaviors. Optimization techniques are
incorporated to minimize false alarms, improves energy
efficiency in resource-constrained environments, and
ensures optimal camera placement and data transmission.
Furthermore, cloud and edge computing frameworks are
integrated to enable real-time monitoring from remote
locations with minimal latency.

The proposed system not only automates threat
detection but also optimizes resource utilization, making it
scalable and adaptable for applications in smart homes,
industries, and urban surveillance. Experimental
evaluations demonstrate that Al-optimized surveillance
significantly improves detection accuracy, reduces
computational overhead, and enhances response time
compared to conventional monitoring systems.

Keywords: Remote Surveillance System, RSS, Artificial
Intelligence, Al, Macmahon Limited, Automates threat
detection, Machine learning.

I. INTRODUCTION
1.1 Background of study

The Nigeria Economy is officially termed as the largest
economy and the most populated black nation in the world, the
country also hosts thousands of small, medium and large
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enterprises which cuts across various industrial and economic
sectors.

In Nigeria, industries and organizations rely only on
physical securities in safe guarding lives and properties. This
project reviews the necessities of digital security surveillance
with mobile view enhancement (remote view) technology in
the Nigeria Economy. As explained by Ogaochuele (2013),
remote monitoring system is designed for the purpose of
monitoring and management of the operations of servers
which maintain proper administration of network coordinates,
logs and footages.

This remote-view enhancement is a combination of
software and hardware infrastructures that creates a sync
channel for the transfer and archive of surveillance footages.
The Closed-Circuit Television (CCTV) enables the efficiency
in modern security surveillance 24/7 with over 10 years
archived system in the server for replay and footages or log
review thereby reducing the over reliance on in-effective
physical security (human security).

To ameliorate this task a remote hardware (router) will be
installed and it will ensure the transfer of the footages from the
Digital Video Recorder (DVR) setup which will optimize,
enhance and improve quality transfer of data and ensure best
practices in digital security for the actualization of economic
advancement and sustainability.

1.2 Statement of the problem

Effective setup implement of digital security ensures a
sustainable and long-term security containment in our industry
and economy at large thereby paving way for economic
advancement.

Despite the huge deployment of modern surveillance
infrastructures by the government and leading multi-nationals
to enhance hitch-free transition into digital security, the illicit
practices from staff and effective best practices remains a
bottle-neck to the actualization of digital security over
physical security.
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1.3 Aim and Objectives of study

The aim of this study is to develop and implement a
Digital Surveillance Infrastructure (DSI) otherwise known as
Closed Circuit Television (CCTV) with remote view
enhancement technology.

i. To design and implement digital surveillance
infrastructure that will monitor, store footages and can be
viewed remotely using mobile device at the New
Department block of Computer Science, University of
Calabar.

ii. To implement the infrastructure using a wireless router
based technology.

iii. Comparing the system with existing technology at
Macmahon Limited (a contracting firm of Larfarge
Group) as a case study.

1.4 Limitation and scope of the study

Implementation of this digital surveillance infrastructure
will be based on time management of operational staff in the
company, it is gathered that Macmahon Limited rely hugely
on physical security to safeguard company’s physical assets
such as machineries, lives and daily operational activities but
at the course of this research have advised management of
Macmahon Limited on the introduction of digital security
surveillance with remote-view enhancement technology using
their existing network infrastructure for transfer and storage of
data footages in company’s existing server.

This surveillance infrastructure will also keep trail of
application usage, logging, events timeline, storage capacity,
replay of footages and archive thereby, enabling management
to analyze a comprehensive review of IT audit on any
investigation, reviews and implementation of the previous
reality scenes within and around the company’s operational
environment.

1.5 Significance of the study

A study of this substance is at a pivotal level to our
economy and industries survival as it relates to lives and
properties. This research will further evaluate the importance
of digital security surveillance otherwise known as “CCTV”
(Closed Circuit Television) over the huge reliance on physical
security (man security) and to a significant level will lead to
management satisfaction.

Apart from providing a sound theoretical base for further
research, it will also contribute to existing review in academic
pursuit. Moreso, most industrial organizations leverage more
on physical security thereby incurring huge amounts of money
on staffing.
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Il. LITERATURE REVIEW
1. Traditional Surveillance Systems

Conventional surveillance systems primarily relied on
Closed-Circuit Television (CCTV), where continuous video
streams were monitored by human operators. While effective
in recording events, these systems were prone to human
fatigue, delayed responses, and high storage demands (Hu et
al., 2004). Early video compression standards such as MPEG
and H.264 improved transmission efficiency but did not
address the intelligence of event detection.

2. Evolution towards Intelligent Surveillance

The limitations of human-centered monitoring led to the
integration of computer vision and pattern recognition
techniques. Background subtraction, frame differencing, and
motion detection algorithms became foundational methods for
automated monitoring (Stauffer & Grimson, 1999). However,
these early approaches struggled with noise, lighting
variations, and complex environments.

3. Artificial Intelligence and Deep Learning in Surveillance

The advent of deep learning transformed surveillance by
enabling robust feature extraction and real-time object
recognition. Convolutional Neural Networks (CNNs) have
been widely adopted for detecting and classifying objects such
as people, vehicles, and suspicious items (Redmon et al., 2016
— YOLO; Ren et al., 2015 — Faster R-CNN). These models
demonstrated higher accuracy and adaptability compared to
traditional algorithms. Furthermore, Recurrent Neural
Networks (RNNs) and LSTMs have been applied to activity
recognition and anomaly detection in video streams (Hasan et
al., 2016).

4. Optimization Techniques in Surveillance

While Al significantly enhanced detection accuracy, it
introduced challenges in computational cost and energy
consumption, especially for real-time remote systems. To
address this, researchers explored:

= Genetic Algorithms (GA) for optimizing camera
placement and resource allocation (Nawaz et al., 2019)

= Particle Swarm Optimization (PSO) for improving
tracking and multi-camera coordination (Abdulmunem et
al., 2021).

= Edge and Fog Computing for distributed processing,
reducing latency, and minimizing bandwidth use (Shi et
al., 2016).

= Model Compression (quantization, pruning, knowledge
distillation) for deploying deep learning on resource-
constrained devices like 10T cameras (Han et al., 2016).
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5. Cloud-Based and Remote Monitoring Systems

Remote surveillance increasingly leverages cloud
platforms for centralized storage, access, and analytics.
Integration of cloud computing with Al allows large-scale data
handling but poses concerns about privacy, security, and
network dependence (Zhang et al., 2018). Hybrid approaches
combining edge intelligence with cloud storage have been
proposed to balance efficiency and security (Satyanarayanan,
2017).

6. Current Trends and Research Gaps
Recent research emphasizes:

Real-time anomaly detection using unsupervised learning
to detect events without prior training datasets. Lightweight Al
models for low-power surveillance devices, Multi-object
tracking and re-identification (RelD) for robust monitoring
across multiple cameras.

Al-driven optimization to minimize false positives and
enhance decision-making under limited resources, despite
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progress, scalability, privacy protection, and energy efficiency
remain  major challenges in deploying Al-optimized
surveillance systems at large scale.

Results Table:

Method Accuracy (%) False Alarms (%) Avg. Latency (ms)
Bandwidth Usage (MB/hr)

= Traditional CCTV (manual) — High (~35%) — 500+
= Al Detection (baseline YOLOV5) 92.1 8.5 220 280
= Al + Optimization (proposed) 93.7 4.3 120 150

I11. RESULTS

= The optimized Al surveillance system reduces false
alarms by ~50% compared to baseline detection.

= Frame skipping and motion-gating decrease processing
latency from ~220ms to ~120ms per frame.

= A results table comparing Traditional CCTV, baseline Al
detection, and Al + optimization.
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Figure 1: Graphs showing improvements in accuracy, false alarms, latency, and bandwidth usage

Bandwidth usage is significantly reduced (= 45%) due to
region-of-interest (ROI) optimization and adaptive streaming.

The system achieves real-time monitoring on standard
hardware (e.g., Raspberry Pi 4 + USB camera or Nvidia Jetson
Nano).
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